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ABSTRACT

The increasing use of artificial intelligence has enabled attackers to generate realistic, personalised and
contextually relevant phishing emails that are more difficult to distinguish from legitimate
communications. Undergraduate students may be particularly exposed to these threats because they rely
heavily on email and digital platforms for academic and administrative activities. Therefore, this study
proposes a conceptual framework based on Protection Motivation Theory (PMT), which includes
perceived severity, perceived vulnerability, response efficacy, self-efficacy and response cost as factors
influencing undergraduate students’ protection motivation and, consequently, their protective behaviour
against Al-generated phishing emails. Protection motivation is further proposed to mediate the
relationships between the PMT factors and protective behaviour. The framework provides a theoretical
explanation of how threat and coping appraisals may shape students’ motivation to adopt protective
actions against increasingly sophisticated phishing emails. It also provides a foundation for future
empirical research and practical guidance for universities in developing cybersecurity awareness and
training initiatives that strengthen students’ motivation and ability to adopt protective behaviours.

Keywords: Al-generated phishing emails, Protection Motivation Theory, protection motivation,
protective behaviour, undergraduate students

INTRODUCTION

The development of generative artificial intelligence (Al) has created new possibilities for producing
realistic and personalised content that may be used in social engineering and phishing attacks (Schmitt
& Flechais, 2024). Al-generated phishing emails can contain grammatically accurate language and
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varied content, which may make some of them more convincing than traditional phishing messages
containing obvious errors (Eze & Shamir, 2024).

Large language models can also generate personalised phishing emails using a small amount of
information about a recipient, reducing some of the time and cost associated with developing targeted
messages (Heiding et al., 2024). These capabilities may increase the realism, personalisation and scale
of phishing attempts (Jabir et al., 2025).

Phishing is relevant to higher education because universities hold personal and institutional information
and include large populations that regularly use digital services (Casagrande et al., 2023). Undergraduate
students commonly use email and online platforms to access academic information and communicate
with their institutions, creating opportunities for phishing messages to imitate familiar university
communication (Nyasvisvo & Chigada, 2023). Such messages may attempt to persuade recipients to
disclose sensitive information, open malicious attachments or visit fraudulent websites (Nyasvisvo &
Chigada, 2023). Studies conducted in university settings have recorded interactions with simulated
phishing emails among members of university communities, including students (Casagrande et al., 2023;
Diaz Vivas et al., 2024). These findings do not mean that all students are highly susceptible, but they
indicate that phishing remains relevant when examining cybersecurity behaviour in higher education.

Technical security measures can assist in detecting and blocking phishing emails before they reach users
(Zhuo et al., 2023). Nevertheless, users may still encounter phishing messages that are not identified by
these controls (Zhuo et al., 2023). In such situations, the outcome may be influenced by how users
evaluate the message and whether they perform an appropriate protective action (Desolda et al., 2022).
These actions may include verifying the sender, examining links, avoiding suspicious attachments and
reporting questionable messages. Examining the factors associated with these actions may complement
existing technical approaches to phishing prevention.

Previous research has examined phishing-detection technologies, message characteristics and factors
associated with users’ susceptibility to phishing (Desolda et al., 2022; Zhuo et al., 2023). More recent
studies have considered how generative Al may affect the development and characteristics of phishing
emails (Eze & Shamir, 2024; Heiding et al., 2024; Schmitt & Flechais, 2024). However, research
specifically examining human factors in generative-Al phishing remains an emerging area (Jabir et al.,
2025). Further theoretical attention may therefore help explain how undergraduate students evaluate Al-
generated phishing threats and what may motivate them to adopt protective behaviour. This focus moves
beyond the recognition of suspicious messages by also considering the motivation to perform protective
actions.

Protection Motivation Theory provides a relevant perspective for examining how individuals evaluate
threats and possible protective responses Its focus on threat appraisal, coping appraisal and protection
motivation makes it applicable to the examination of students’ responses to Al-generated phishing
emails (Haag et al., 2021).

Accordingly, this study proposes a conceptual framework based on PMT to examine undergraduate
students’ protective behaviour against Al-generated phishing emails. The framework positions
perceived severity, perceived vulnerability, response efficacy, self-efficacy and response cost as factors
that may influence protection motivation, which may subsequently influence protective behaviour.
Protection motivation is also proposed as a potential mediator between the PMT factors and protective
behaviour. By applying PMT to this context, the study offers a theoretical basis for examining students’
responses to Al-generated phishing emails. The proposed framework may also support future empirical
research and inform the development of cybersecurity awareness and training initiatives in higher
education.
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LITERATURE REVIEW
Al-Generated Phishing Emails

Generative Al has introduced new capabilities for producing sophisticated phishing emails (Eze &
Shamir, 2024). Traditional phishing emails have often relied on generic templates and may contain
grammatical or spelling errors that alert recipients to possible deception (Alabdan, 2020).

In comparison, Al-generated phishing emails can contain coherent, grammatically accurate and
contextually appropriate language that resembles legitimate communication (Tooher & Lallie, 2025).
However, this does not mean that every Al-generated phishing email is more convincing than a
traditional one, as its effectiveness may depend on the quality of the generated content and the recipient’s
response. Advances in generative Al can also support greater personalisation.

Generative Al may imitate writing styles, organisational communication patterns and professional
language to produce human-like messages (Schmitt & Flechais, 2024). Publicly available information
may also be incorporated into prompts to generate messages tailored to particular recipients and
situations (Arif et al., 2024). These capabilities allow phishing emails to reflect familiar communication
contexts rather than relying entirely on general messages.

Another characteristic of Al-generated phishing is the automation of content generation. Generative Al
can reduce the manual effort required to prepare phishing messages and enable the rapid production of
customised content (Hazell, 2023; Kumar et al., 2024). Heiding et al. (2024) demonstrated that large
language models could generate personalised phishing emails and reported differences in user responses
to Al-generated, manually created and generic phishing messages. Jabir et al. (2025) identified similar
scalability and reduced technical requirements as relevant characteristics of generative-Al phishing.

Therefore, generative Al may enhance phishing through linguistic accuracy, personalisation and
automated content generation. These capabilities can increase the variety and scale of phishing emails,
although their success continues to depend on how recipients assess and respond to the messages. The
implications of these developments are particularly relevant within higher education, where students
and staff regularly receive communication from numerous academic and administrative sources.

Phishing Attacks in Higher Education

Higher education institutions increasingly rely on institutional email, learning management systems and
online platforms to support teaching, research and administrative activities (Lallie et al., 2023).
Although these technologies improve access to university services, their extensive use also exposes
institutions and users to cybersecurity risks (Ulven & Wangen, 2021). Among these risks, phishing
remains a relevant concern within higher education environments (Casagrande et al., 2023).

Phishing is a social engineering attack in which cybercriminals impersonate legitimate organisations or
trusted individuals to persuade users to disclose sensitive information (Naqvi et al., 2023). A typical
phishing attack directs the recipient to a fraudulent website, where submitted login credentials may be
used to gain unauthorised access to a legitimate account (Gouda, 2023). The continued development of
phishing techniques has consequently attracted attention within cybersecurity research (Kyaw et al.,
2024).

Higher education institutions may be targeted because they manage students’ personal records, financial
information and research-related data (Okeke & Amaechi, 2024). The extensive use of institutional
email and the presence of large university populations also create opportunities for phishing messages
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to reach students and staff (Morrow, 2024). Such messages may imitate familiar academic or
administrative communications, making their legitimacy more difficult to assess (Lallie et al., 2023).

Empirical studies have demonstrated that members of university communities may interact with
simulated phishing messages. Diaz Vivas et al. (2024) found that some participants opened simulated
phishing emails and interacted with embedded links. Morrow (2024) similarly reported user interaction
with phishing emails in a university setting. These findings do not establish that all university students
are vulnerable, but they show that phishing can lead to unsafe responses within higher education
environments. This context provides a basis for examining the behavioural factors that may influence
undergraduate students’ responses to emerging threats, particularly Al-generated phishing emails.

Human Factors in Phishing Attacks

Human factors are important in phishing research because users’ decisions can influence whether a
phishing attempt succeeds (Kavvadias & Kotsilieris, 2025). Although technical safeguards can reduce
exposure to malicious messages, attackers may exploit cognitive and psychological characteristics to
influence users’ responses (Moustafa et al., 2021; Pollini et al., 2022). Phishing messages commonly
use trust, authority, urgency, curiosity and fear to encourage recipients to disclose information or
perform unsafe actions (Schmitt & Flechais, 2024).

Generative Al may strengthen these techniques by enabling the production of personalised, contextually
relevant and grammatically accurate messages (Jabir et al., 2025). Malloy et al. (2025) found that
participants experienced greater difficulty identifying phishing messages created through a combination
of human input and generative Al than those produced solely by humans or Al

When phishing emails reach users’ inboxes, their responses may be shaped by knowledge, threat
perception, self-efficacy, security awareness and situational influences (Asfoor et al., 2020; Zhuo et al.,
2023). Cybersecurity education and training may strengthen users’ ability to evaluate suspicious
messages and respond safely (Jampen et al., 2020). Therefore, understanding these psychological and
behavioural factors is important when examining protective responses to Al-generated phishing emails.
This provides a basis for applying Protection Motivation Theory in the proposed conceptual framework.

Protection Motivation Theory

Protection Motivation Theory originally proposed by Rogers (1975) and later revised by Rogers (1983),
explains how individuals decide whether to adopt protective behaviours when confronted with potential
threats (Ng et al., 2021). The theory was initially developed in health psychology to explain how fear
appeals influence behavioural change (Marikyan & Papagiannidis, 2023). It has subsequently been
applied in other risk-related contexts, including information systems and cybersecurity (Haag et al.,
2021).PMT proposes that individuals cognitively evaluate information about a threat and the available
protective responses before deciding whether to act (Mou et al., 2022). These evaluations help explain
why individuals exposed to similar threats may develop different levels of protection motivation and
demonstrate different protective behaviours (Lowry et al., 2023).

In cybersecurity research, PMT has been used to examine intentions and protective behaviours
associated with threats such as phishing, password security and information security compliance (Haag
et al., 2021; Kiran et al., 2025). Responses to phishing emails may depend on how individuals perceive
the threat and evaluate their ability to perform protective actions (Diman & Abdul Rahman, 2023). PMT
therefore provides a relevant theoretical foundation for examining undergraduate students’ protective
behaviour against Al-generated phishing emails. The following sections explain the two appraisal
processes of PMT and their application in the proposed framework.

PMT Components
PMT explains protective behaviour through two cognitive processes: threat appraisal and coping
appraisal (Rogers, 1983). Through these processes, individuals evaluate a potential threat and the
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available protective responses before developing protection motivation. Protection motivation is
therefore shaped by the combined outcomes of threat appraisal and coping appraisal (Lahiri et al., 2021).

Threat Appraisal

Threat appraisal refers to an individual’s evaluation of a potential threat and comprises perceived
severity and perceived vulnerability (Lahiri et al., 2021). Perceived severity concerns the seriousness of
the possible consequences, while perceived vulnerability reflects the perceived likelihood of being
affected by the threat. Together, these evaluations influence whether individuals recognise a need for
protective action (Hedayati et al., 2023).

Individuals may be more inclined to consider protective action when they perceive a threat as serious
and personally relevant (Lahiri et al., 2021). However, recognising a threat does not necessarily lead to
protective behaviour. Individuals may remain unwilling to act if they believe that the available responses
are ineffective or difficult to perform (Zou et al., 2023). Threat appraisal should therefore be considered
alongside coping appraisal when explaining protective behaviour.

Coping Appraisal

Coping appraisal refers to an individual’s evaluation of the available protective responses and comprises
response efficacy, self-efficacy and response cost (Mou et al., 2022). It considers whether a
recommended protective measure is believed to be effective, whether the individual feels capable of
performing it and whether its associated costs are acceptable (Dodge et al., 2023).

While threat appraisal concerns the importance and personal relevance of a threat, coping appraisal
concerns whether protective action is viewed as effective and achievable (Mou et al., 2022). Individuals
may be more willing to adopt protective behaviour when they believe that the recommended response
can reduce the threat, feel confident in performing it and perceive limited barriers to taking action
(Dodge et al., 2023). In cybersecurity contexts, coping appraisal has been associated with intentions to
adopt protective responses to cyber threats, including phishing (Naqvi et al., 2023). Together, threat
appraisal and coping appraisal explain how individuals evaluate threats and develop motivation to
perform protective behaviour (Li et al., 2022). Figure 1 illustrates the two appraisal processes of PMT
and their role in shaping protection motivation and protective behaviour.
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Figure 1: Protection Motivation Theory

Proposed Conceptual Framework

This paper proposes a conceptual framework for explaining undergraduate students’ protective
behaviour against Al-generated phishing emails. Based on PMT, the framework suggests that perceived
severity, perceived vulnerability, response efficacy, self-efficacy and response cost shape protection
motivation, which subsequently influences protective behaviour. Protection motivation is also
positioned as the mechanism connecting the five PMT factors with protective behaviour. Figure 2
presents the proposed conceptual framework.
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Figure 2: Proposed Conceptual Framework

PMT Factors and Protection Motivation

Threat appraisal in the proposed framework comprises perceived severity and perceived vulnerability.
Perceived severity refers to an individual’s assessment of the seriousness of a threat and its potential
consequences (Kuo et al., 2025). In the context of Al-generated phishing emails, students may consider
possible consequences such as financial loss, identity theft, privacy breaches and unauthorised access to
personal or academic information (Gwenhure, 2025). When these consequences are perceived as
serious, students may develop greater motivation to adopt appropriate protective measures (Han et al.,
2025; Kiran et al., 2025).

Perceived vulnerability concerns an individual’s assessment of the likelihood of personally experiencing
a threat (Balla & Hagger, 2025). Al-generated phishing emails may increase this concern because their
realistic and personalised content can make them difficult to distinguish from legitimate communication
(Okokpujie et al., 2025). Students who regard themselves as potential targets may therefore be more
motivated to adopt protective measures against these emails (Gwenhure, 2025; Pratama et al., 2025).

Coping appraisal comprises response efficacy, self-efficacy and response cost. Response efficacy refers
to the belief that recommended protective measures can prevent or reduce the effects of a threat. For Al-
generated phishing emails, these measures may include verifying the sender’s identity, avoiding
suspicious links or attachments and reporting suspicious messages (Alam et al., 2025; Suzuki & Salinas
Monroy, 2021). When students believe that these measures are effective, they may be more motivated
to apply them when evaluating potentially malicious emails (Han et al., 2025; Vortia, 2025).

Self-efficacy refers to an individual’s confidence in their ability to perform the recommended protective

behaviour (Lee et al., 2023). In this context, it reflects students’ confidence in recognising, evaluating
and responding appropriately to Al-generated phishing emails. Students who believe that they possess
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the necessary knowledge and skills may develop stronger protection motivation and be more willing to
apply appropriate cybersecurity practices (Kim, 2025; Vafaei-Zadeh et al., 2024).

Response cost represents the perceived time, effort, inconvenience or resources required to perform a
protective action (Balla & Hagger, 2025). Practices such as verifying suspicious emails, enabling multi-
factor authentication or following additional authentication procedures may be perceived as
inconvenient or time-consuming (Bax et al., 2021). When these costs are considered excessive, students’
motivation to adopt the recommended protective measures may be reduced (Han et al., 2025; Kiran et
al., 2025). Response cost is therefore included in the proposed framework to account for the potential
barriers students may consider when deciding whether to adopt protective measures against Al-
generated phishing emails.

Protection Motivation and Protective Behaviour

Protection motivation refers to an individual’s intention or willingness to adopt actions that reduce
exposure to a potential threat (Carter & McNealey, 2025). In the proposed framework, it represents
students’ willingness to protect themselves after evaluating the possible consequences of Al-generated
phishing emails and the available protective responses.

Protective behaviour refers to the actions performed to avoid or reduce phishing-related risks. These
actions may include verifying the authenticity of emails, avoiding suspicious links and attachments,
using multi-factor authentication, updating security settings and reporting suspicious messages (Jacger
& Eckhardt, 2021). Previous cybersecurity research indicates that individuals with stronger protection
motivation are generally more likely to apply recommended security practices and avoid risky online
behaviour (Kiran et al., 2025; Van ’t Hoff-de Goede et al., 2025). Accordingly, the proposed framework
suggests that undergraduate students’ protection motivation may encourage protective behaviour against
Al-generated phishing emails.

Mediating Role of Protection Motivation

Awareness of a cybersecurity threat may not necessarily lead directly to protective behaviour because
individuals must also be willing to apply the recommended security measures (Zwilling et al., 2022).
Within PMT, protection motivation develops from individuals’ evaluations of the threat and their ability
to cope with it. It may therefore explain how the five PMT factors are translated into protective
behaviour.

Previous studies have identified protection motivation as an important predictor of information-security
behaviour (Alrawhani et al., 2025; Mou et al., 2022). In phishing contexts, it may connect individuals’
assessments of threat severity, personal vulnerability, response effectiveness, personal capability and
response costs with their subsequent protective actions (Bax et al., 2021). Accordingly, the proposed
framework positions protection motivation as a mediator between the five PMT factors and
undergraduate students’ protective behaviour against Al-generated phishing emails.

Theoretical and Practical Implications

The proposed conceptual framework offers theoretical and practical implications for understanding
undergraduate students’ protective behaviour against Al-generated phishing emails. As the framework
has not yet been empirically tested, these implications represent potential contributions that should be
examined in future research.

Theoretical Implications

The proposed framework extends the application of Protection Motivation Theory to the emerging
context of Al-generated phishing emails among undergraduate students. Although PMT has been widely
applied to cybersecurity behaviour (Haag et al., 2021; Kiran et al., 2025).

The increasing realism, personalisation and linguistic accuracy of Al-generated phishing emails create
a developing threat context that requires further behavioural investigation (Heiding et al., 2024; Schmitt
& Flechais, 2024).

225



e-JURNAL PENYELIDIKAN DAN INOVASI | VOL.13 NO. 2
2026

By integrating perceived severity, perceived vulnerability, response efficacy, self-efficacy and response
cost, the framework provides a structured explanation of how students’ threat and coping appraisals may
shape their protection motivation. It further positions protection motivation as the mechanism through
which these cognitive assessments may influence protective behaviour. This proposed mediating role
offers a clearer explanation of how students’ perceptions may be translated into actions such as verifying
senders, avoiding suspicious links and reporting suspicious emails. The framework therefore provides a
theoretical basis for future empirical research on protective responses to Al-generated phishing emails.

Practical Implications

The proposed framework may assist universities in designing cybersecurity initiatives that address both
students’ perceptions of phishing threats and their ability to respond effectively. Awareness programmes
could explain the possible consequences of Al-generated phishing attacks and students’ potential
exposure to them. However, such programmes should avoid exaggerated fear-based messages and
provide realistic information about the threat.

Universities could also strengthen response efficacy and self-efficacy by demonstrating practical
measures for identifying and managing suspicious emails. Training activities may include recognising
unusual requests, verifying senders through trusted channels, avoiding unverified links and attachments,
using multi-factor authentication and reporting suspicious messages. Phishing simulations may also
provide students with opportunities to practise these measures in realistic situations (Jampen et al.,
2020).

Universities should additionally consider response cost when developing cybersecurity procedures.
Protective measures that are perceived as complicated, inconvenient or time-consuming may discourage
consistent adoption (Bax et al., 2021). Therefore, reporting systems and verification procedures should
be clear and accessible. These implications remain conceptual and require empirical evaluation before
firm recommendations can be made.

Future Research

Future research should empirically examine the proposed conceptual framework to determine how
perceived severity, perceived vulnerability, response efficacy, self-efficacy and response cost influence
undergraduate students’ protection motivation and protective behaviour against Al-generated phishing
emails. Particular attention should be given to the proposed mediating role of protection motivation in
explaining how students’ threat and coping appraisals are translated into protective actions.

Studies involving undergraduate students from different universities and educational contexts could
provide a broader understanding of whether these relationships vary across institutions or student
populations. Researchers may also compare students’ responses to Al-generated and traditional phishing
emails to determine whether the characteristics of Al-generated messages influence their threat
perceptions and protective responses differently.

Future studies could combine questionnaires with phishing simulations or controlled experiments. This
would allow researchers to compare students’ reported intentions with their actual responses to
suspicious emails. Longitudinal research may also help explain whether students’ protection motivation
and protective behaviour change over time as Al-generated phishing techniques and cybersecurity
awareness programmes continue to develop. These investigations would provide empirical evidence for
assessing and refining the proposed framework.

CONCLUSION

Generative Al has increased the sophistication of phishing emails by enabling attackers to produce
realistic, personalised and grammatically accurate messages. This development may make phishing
attempts more difficult for undergraduate students to recognise, highlighting the need to understand the
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factors that encourage protective responses.This paper proposed a PMT framework in which perceived
severity, perceived vulnerability, response efficacy, self-efficacy and response cost influence protection
motivation, which subsequently shapes protective behaviour. Protection motivation is also proposed as
the mechanism through which these factors translate into protective action.The framework extends the
application of PMT to Al-generated phishing in higher education and provides a foundation for
developing more targeted cybersecurity awareness and training initiatives. Future empirical research
should test and refine the proposed relationships across different higher education settings.
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