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ABSTRACT   

 

The increasing need for secure and efficient academic credential verification has driven the adoption of 

digital solutions, particularly QR code–based systems, to address credential fraud and inefficiencies in 

manual verification processes. This study presents a Systematic Literature Review (SLR) on QR code–

based systems for academic credential verification, conducted in accordance with PRISMA guidelines. 

Relevant studies were systematically identified through structured searches of major academic 

databases, followed by screening and eligibility assessment based on predefined inclusion and exclusion 

criteria. The final set of selected studies was analyzed and synthesized to examine system architectures, 

verification mechanisms, application domains, and security considerations of QR code–enabled 

credential verification systems in educational contexts. The review reveals that QR code technology is 

predominantly utilized for certificate authentication, transcript verification, attendance tracking, and 

digital credential issuance. However, limitations persist regarding data integrity assurance, 

interoperability across platforms, privacy protection, and resistance to tampering. Furthermore, the lack 

of standardized frameworks and inconsistent implementation practices across institutions were 

identified as key challenges. This review highlights existing research gaps and outlines future research 

directions toward developing more robust, secure      and standardized QR code–based academic 

credential verification systems to support trustworthy and scalable digital education ecosystems. 

 

Keywords: QR Code; Academic Credentials; Verification; Systematic literature review; Digital 

Solution 

 

 
INTRODUCTION 

In recent years, the integration of technology in academic credential verification has gained significant 

attention, particularly with the advent of Quick Response (QR) code-based systems. These systems offer 
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a modern approach to streamline the verification process, enhancing efficiency and security. As 

educational institutions and employers seek reliable methods to authenticate academic credentials, QR 

codes present a viable solution by enabling instant access to verified information through mobile devices 

(Yahya et al., 2017). 

 

The use of QR codes for credential verification not only simplifies the process but also addresses issues 

related to forgery and misrepresentation of academic achievements (Kumar, 2024). By embedding 

encrypted data within QR codes, institutions can provide a secure means of sharing academic records, 

which can be easily scanned and validated by third parties (Naser et al., 2020). This technology aligns 

with the growing demand for transparency and trust in educational qualifications, as highlighted by 

several studies (Noorhizama et al., 2023). 

 

Moreover, QR code-based systems facilitate a more user-friendly experience for both graduates and 

employers, as they eliminate the need for lengthy verification processes and reduce administrative 

burdens (Singhal & Pavithr, 2015). The adaptability of QR codes across various platforms further 

enhances their appeal, making them suitable for diverse contexts from job applications to international 

credential verification (Ahmed & Jang, 2018). 

 

As the landscape of higher education continues to evolve, the implementation of QR code technology 

in academic credential verification is poised to transform traditional practices and methods. This 

systematic literature review (SLR) aims to explore the effectiveness, challenges, and future prospects of 

QR code-based systems in this domain, drawing insights from existing research to provide a 

comprehensive understanding of their impact on academic integrity and verification processes. 

Specifically, the review addresses 4 questions: (1) How are QR code technologies utilized in systems 

designed for academic credential verification? (2) What types of system architectures are used in QR 

code based academic credential verification systems? (3) What security and privacy challenges are 

associated with these systems? (4) What limitations and research gaps exist in current implementations 

of QR code? The review applies the Kitchenham and Petersen method for conducting SLRs and reports 

the study selection process using the PRISMA 2020 guidelines. This study summarizes existing research 

to show how QR code–based systems are used and utilize for academic credential verification 

while pointing out gaps, obstacles, and areas for further development. 

 

 

METHODOLOGY 

This study follows the systematic literature review (SLR) methodology proposed by Kitchenham and 

Petersen et al. (2015), which is widely applied in information systems and technology adoption research. 

The methodology consists of three main phases: planning the review, conducting the review, and 

reporting the results. To ensure transparency in study selection and screening, the review also applies 

the PRISMA 2020 reporting guidelines (Page et al., 2021). 

 

Research Objectives 

The following research objectives (ROs) were developed to guide the review: 

I. RO1: To identify and analyze how QR code technologies are applied in academic credential 

verification systems within educational institutions. 

II. RO2: To examine the different system architectures adopted in the development of QR code 

based academic credential verification platforms. 

III. RO3: To investigate the security and privacy issues associated with the implementation of QR 

code enabled credential verification systems. 

IV. RO4: To determine the existing limitations and research gaps in current QR code based 

academic credential verification implementations for future system enhancement. 

 

 

Research Question 

The aim or purpose of this study is to conduct a systematic literature review (SLR) of research on QR 

Code based systems for academic credential verification. Research objectives were translated into 

specific research questions as shown below: 
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I. RQ1: How are QR code technologies utilized in systems designed for academic credential 

verification? 

II. RQ2: What types of system architectures are used in QR code based academic credential 

verification systems? 

III. RQ3: What security and privacy challenges are associated with these systems? 

IV. RQ4: What are the limitations and research gaps that exist in current implementations of QR 

code? 

 

 

Search strategy/process 

To conduct the systematic literature review, a comprehensive search process was implemented in 

leading academic databases, including Google Scholar, Semantic Scholar, and Scopus to identify 

relevant articles and studies since 2016. The T     able 1      shows search strings used for each database 

library: 

 

 

 

 
Table 1: Search String 

Database Library Search String 

Google Scholar ("QR Code" OR "Quick Response Code") AND ("Academic Credential" OR 

"Educational Certificate" OR "Digital Diploma" OR "Transcript 

Verification") AND (Authentication OR Verification OR Validation) AND 

(Education OR University OR "Higher Education") 

Semantic Scholar "QR Code" AND ("Academic Certificate" OR "Academic Credential" OR 

Transcript) AND (Verification OR Authentication) AND Education 

Scopus TITLE-ABS-KEY (("QR Code" OR "Quick Response Code") AND 

("Academic Credential" OR "Educational Certificate" OR "Digital 

Diploma" OR "Academic Transcript") AND 

("Verification" OR "Authentication" OR "Validation") AND 

("Education" OR "University" OR "Higher Education")) AND PUBYEAR 

> 2021 AND PUBYEAR < 2027 

 

 

Inclusion and Exclusion Criteria  

There were articles on the following subjects:  

i.  Journal, conference.  

ii.  Papers composed in the English language.  

iii.  Published in or 2016 and later. 

iv.  Papers come up from the search string.  

v.  Focus on consumers or households. 

vi.  Discuss     the usage of QR Code based systems for academic credential verification. 

Articles on the following topics were excluded:  

i.  Studies on industrial/organizational e-waste only. 

ii.  Purely technical use of QR Code without involvement of credential verification. 

iii.  Non-English language publications. 

iv.  Other literature reviews.  

v.  PowerPoint and presentation Slides. 

vi.  Logs or web pages. 

 

Study Selection 

The selection process followed four steps: 

1. Removal of duplicates. 

2. Title and abstract screening. 
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3. Full-text screening based on inclusion/exclusion criteria. 

4. Final inclusion documented using the PRISMA 2020 flow diagram. 

 

 

Data Collection 

 

The data that is retrieved out of all papers includes:  

I. Bibliographic information (author, year, country). 

II. Application of QR Code Technology applied  

III. Main findings 

IV. Security and Privacy Features mentioned 

V. Reported Challenges and Limitations 

 

Quality Assessment  

There are five questions for quality assessment (QA) as shown in table below: 

 

 

 
Table 2: Quality Assessment      Questions 

QA No. Quality Assessment      Questions 

QA1 Clarity of Objectives 

Does the study clearly state its research objectives or purpose related to QR code–based 

academic credential verification systems? 

QA2 Description of System Architecture 

Does the study provide a clear description of the system architecture or framework used 

for QR code–based credential verification? 

QA3 Explanation of Verification Mechanism 

Does the study explain how the QR code is used to verify the authenticity of academic 

credentials? 

QA4 Security and Privacy Considerations 

Does the study address security or privacy aspects associated with the implementation of 

the QR code–based verification system? 

QA5 Challenges and Limitations  

Does this study report any challenges or limitations during the design, development, or 

implementation of the QR code–based academic credential verification system? 

 

 

Quality Assessment (QA) Procedure 

Each study that included was later assessed using five quality criteria adapted from Kitchenham (2009) 

& Petersen (2008). A total score (0–5) was calculated for each study by summing across all five 

questions. Table 3 below shows the scoring procedures: (Kitchenham, 2007; Petersen et al., 2008) 

 
Table 3: Quality Assessment      Scoring System 

QA1 Does the study clearly state its research objectives or purpose related to QR code–based 

academic credential verification systems? 

Y (Yes): The study clearly states its research objectives or purpose related to QR code–based 

academic credential verification systems 

P (Partly): The study partially states its research objectives or purpose related to QR code–based 

academic credential verification systems 

N (No): The study does not state its research objectives or purpose related to QR code–based 

academic credential verification systems 



                                                                                                            e-JURNAL PENYELIDIKAN DAN INOVASI VOL.13 NO. 1 
      2026 

 

304 

 

QA2. Does the study provide a clear description of the system architecture or framework used 

for QR code–based credential verification? 

Y (Yes):  The study provides a clear description of the system architecture or framework used for 

QR code–based credential verification. 

P (Partly): The study provides partially clear description of the system architecture or framework 

used for QR code–based credential verification 

N (No): The study does not provide a clear description of the system architecture or framework 

used for QR code–based credential verification 

QA3. Does the study explain how the QR code is used to verify the authenticity of academic 

credentials? 

Y (Yes): The study clearly explains how the QR code is used to verify the authenticity of academic 

credentials. 

P (Partly): The study partially explains how the QR code is used to verify the authenticity of 

academic credentials. 

N (No): The study does not explain how the QR code is used to verify the authenticity of academic 

credentials. 

QA4. Does the study address security or privacy aspects associated with the implementation 

of the QR code–based verification system? 

Y (Yes): The study clearly addresses security or privacy aspects associated with the implementation 

of the QR code–based verification system. 

P (Partly): The study partially addresses security or privacy aspects associated with the 

implementation of the QR code–based verification system. 

N (No): The study does not address security or privacy aspects associated with the implementation 

of the QR code–based verification system. 

QA5. Does the study report any challenges or limitations during the design, development, or 

implementation of the QR code–based academic credential verification system? 

Y (Yes): The study clearly reports any challenges or limitations encountered during the design, 

development, or implementation of the QR code–based academic credential verification system 

P (Partly): The study partially reports any challenges or      limitations encountered during the 

design, development, or implementation of the QR code–based academic credential verification 

system 

N (No): The study does not report any challenges or limitations encountered during the design, 

development, or implementation of the QR code–based academic credential verification system 

The scoring procedure are Y = 1, P = 0.5, N = 0 

 

Analysis of Data 

Data will be extracted, analysed, and presented in table format and in descriptive format to easily 

summarise the outcomes of the review process. The analysis of the data will be structured as follows: 

I. Overview of the review stages 

A diagram will be developed to outline the findings of the four-stage review process. To 

describe the selection process, the PRISMA 2020 flow diagram will be added. 
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II. Quality assessment results 

A table will present the quality scores (QA1–QA5) for individual studies to indicate 

whether each article satisfied the criteria. Based on the total scores that will be obtained, 

and only studies over the cut-off point will be analysed. 

III. Thematic Analysis of QR Code–Based Verification Systems 

The selected studies from all the databases     will be analysed using a thematic approach 

to identify the primary applications of QR code technology in academic credential 

verification systems, the types of system architectures implemented in the studies, and the 

verification mechanisms used in all the selected papers. The identified features will be 

grouped into relevant themes to make comparisons between different studies. 

RESULT 

 

Search results 

The results of the four-stage review process (identification, screening, eligibility, and inclusion) are 

summarized. A PRISMA 2020 flow diagram is included to illustrate the study selection process as 

shown in Figure 1 below: 
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Figure 1 . Flow Diagram of the study (adapted from Page et al., 2020). 

 

A collection of 17 relevant, related works has been assembled after searching with the strings mentioned  

and browsing online databases. Every paper has been organized into a table, which (as shown in Table  

4) has the following details in its contents: (a ) Title of study; (b) Author or authors/ citation; (c)  

Publication year; and (d) Country. 

 
Table 4: Data Collection of Related Study 

Paper 

ID. 

Title Author/Citation Publication 

Year 

Country 

1. Blockchain-based Authentication 

and Verification System for 

Academic Certificate using QR Code 

and Decentralized Applications 

(Gangwar, 2024) 2024 India 

2. Certificate Generation and 

Verification System Using 

(Abdullahi, 2022)  2022 Nigeria 
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Blockchain Technology and Quick 

Response Code 

3. Certificate Management System 

using Blockchain and Steganography 

Techniques 

(Ranjith & 

Davuluri, 2025) 

2025 India 

4. Educational Document Verification 

through Blockchain:  Literature 

Review 

(Magar et al., 2024) 2024 India 

5. Hybrid Digital Certificate 

Management System with QR Code 

and IoT Integrated on Hyperledger 

Fabric Blockchain 

(Kumar, 2024) 2024 India 

6. Preventing Forged and Fabricated 

Academic Credentials Using 

Cryptography and Qr Codes 

 (Shaik, 2021) 2021 USA 

7. ShikkhaChain: A Blockchain-

Powered Academic Credential 

Verification System for Bangladesh 

(Farabi et al., 2025) 2025 Bangladesh 

8. University Of Cross River State 

Certificate Verification System with 

Embedded Unclonable Quick 

Response Code Digital Signature 

(Essien & 

Tumenayu, 2022) 

2022 Nigeria 

9. A Privacy-Centered Protocol for 

Enhancing Security and 

Authentication of Academic 

Certificates 

(Saleh et al., 2023) 2023 Iraq 

10. Blockchain ensuring academic 

integrity with a degree verification 

prototype 

(Cardenas-Quispe 

& Pacheco, 2025) 

2025 Peru 

11. Verification of Ph.D. Certificate 

using QR Code on Blockchain 

Ethereum 

(Noorhizama et al., 

2023) 

2023 Malaysia 

12. Document Certificate Authentication 

System Using Digitally Signed QR 

Code Tag 

(Ahmed & Jang, 

2018) 

2018 South Korea 

13. A New Academic Certificate 

Authentication Using Leading Edge 

Technology 

(Yahya et al., 2017) 2017 Malaysia 

14. QR code based two-factor 

authentication to verify paper-based 

documents 

(Naser et al., 2020) 2020 Iraq 

15. Digital Certificate System for 

Verification of Educational 

Certificates Using Blockchain 

(Chennur et al., 

2021) 

2021 India 

16. Embedding a Blockchain 

Technology Pattern into the QR 

Code for an Authentication 

Certificate 

(Aini et al., 2020) 2020 Indonesia 

17. Exploring the Efficiency of QR-

Code Technology in Developing 

Authentication System for Admitting 

Students into Examination Hall for 

Polytechnics in Nigeria 

(Inyangetoh & 

Johnson, 2025) 

2025 Nigeria 
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Quality Assessment of Related Papers 

The 17 papers selected for this study were analysed and scored using the quality assessment questions 

that were previously stated. The results are shown in Table 5 below. Each study's quality scores indicate 

how well it satisfied the five evaluation criteria (QA1–QA5). A total score of 0–5 per paper was possible, 

with each criterion being scored as Yes (1 score), Partly (0.5 score), or No (0 score) as mentioned above 

in methodology section (Kitchenham, 2007; Petersen et al., 2008). Higher scores indicate and show 

stronger methodological rigor, clearer reporting, and better relevance to this review’s research questions. 

For example, studies that scored 4.5–5 demonstrated excellent clarity of objectives, robust methodology     

, and transparent results. Papers      in the 3–4 range were considered as being of average quality paper 

or research; they often satisfied the majority of the requirements but lacked an accurate methodological 

explanation or context description. Scores 3 and below reflected weaker studies with limited clarity or 

incomplete reporting, and these were interpreted more cautiously in the discussion section. This method 

make sures that the findings of this SLR are built primarily on evidence from higher-quality studies, 

while still capturing useful and important insights from lower-scoring ones where relevant. 

 

 
Table 5; Systematic Review Studies 

Paper ID. Database QA1 QA2 QA3 QA4 QA5 Total Score 

1. Google Scholar 1 1 1 1 1 5 

2. Google Scholar 1 1 1 0.5 1 4.5 

3. Google Scholar 1 0.5 1 0.5 1 4 

4. Google Scholar 1 1 1 1 1 5 

5. Google Scholar 1 1 1 1 0.5 4.5 

6. Google Scholar 1 1 1 1 1 5 

7. Google Scholar 0.5 1 1 1 1 4.5 

8. Google Scholar 1 1 1 1 1 5 

9. Scopus 1 1 1 1 0.5 4.5 

10. Scopus 1 1 1 1 1 5 

11. Scopus 1 1 1 1 1 5 

12. Scopus 1 1 1 1 1 4.5 

13. Scopus 1 1 1 1 1 4 

14. Scopus 1 1 1 1 1 4 

15. Semantic Scholar 1 1 1 1 0.5 4.5 

16. Semantic Scholar 1 1 1 1 0.5 4.5 

17. Semantic Scholar 1 1 1 1 1 5 

 

 

Thematic Analysis of QR Code–Based Verification Systems 

The included studies (17 papers) were analysed to determine the usage and utilization of QR code, 

system architecture, verification mechanism, and challenge/limitation the implementation of QR code-

based systems. The analysed data is recorded in T     able 6      9 as shown below. 

 

For each thematic category, a corresponding graphical representation is provided to show the 

distribution of studies between the identified themes. These figures are shown to facilitate comparative 

analysis by highlighting the frequency of implementation approaches, verification techniques, QR code 

utilization methods, and also the commonly reported challenges and limitations in existing systems. 
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Table 6: QR code Utilization and Usage 

QR Code 

Utilization and 

Usage 

Description  Example Studies 

(Paper ID.) 

Number of 

studies 

Credential 

Authentication 

QR code embedded into academic 

certificates such diplomas and degree to 

enable verification of document authenticity 

through institution or university systems 

1, 2, 4, 6, 8, 9, 11, 12, 

14, 15 

10 

Digital Credential 

Validation 

QR code used to validate digitally issued 

academic credentials against stored records 

3, 5, 7, 10, 13 5 

Secure Document 

Access 

QR code provides secure access to 

credential information via online 

verification portals 

6, 8, 12, 14 4 

Fraud Detection 

and Prevention 

QR code as a mechanism to detect forged or 

tampered academic documents 

4, 9, 11, 16 4 

Automated 

Credential 

Retrieval 

QR code used to retrieve academic 

credential records from databases during 

verification 

13, 17 2 

 

 
Figure 2: Graphical Representation of QR code Utilization and Usage 

 

 

 

 
Table 7: System Architecture 

System 

Architecture 

Description Example Studies 

(Paper ID.) 

Number of 

studies 

Blockchain-Based 

Architecture 

QR code linked to blockchain ledger for 

immutable academic credential storage and 

verification 

1, 2, 4, 5, 7, 10, 11, 

15 

8 

Centralized Web-

Based System 

Credential data stored in institutional database 

and verified via web portal after QR scan 

6, 8, 9, 12, 13, 14 6 

Cloud-Integrated 

System 

Credential verification supported through cloud 

host infrastructure 

3, 16, 17 3 

 

40%

20%

16%

8%

16%

QR code Utilization and Usage

Credential Authentication Digital Credential Validation Fraud Detection and Prevention

Automated Credential Retrieval Secure Document Access
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Figure 3: Graphical Representation of System Architecture 

Table 8: Verification Mechanism 

Verification 

Mechanism 

Description Example Studies 

(Paper ID.) 

Number of 

studies 

Hash-Based Credential 

Encoding 

QR code generated from hashed academic 

credential data for validation 

3, 5, 7, 10, 15 5 

Encrypted URL 

Verification 

QR redirects to secure institutional or universities 

verification page 

6, 8, 12, 14 4 

Digital Signature 

Authentication 

Verification through embedded digital signature 

validation 

2, 9, 11 3 

Blockchain Ledger 

Reference 

QR linked directly to immutable blockchain 

transaction record 

1, 4, 16 3 

Unique ID / Token-

Based Lookup 

QR contains unique identifier to retrieve 

credential record from database 

13, 17 2 

 

 

47%

35%

18%

System Architecture

Blockchain-Based Architecture Centralized Web-Based System Cloud-Integrated System
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Figure 4: Verification Mechanism 

 
Table 9: Challenges and Limitations 

Challenge / 

Limitation 

Description Example of 

Studies 

Number of 

studies 

Data Tampering 

Risk 

Vulnerability of static QR codes to duplication or 

unauthorized modification 

6, 8, 12 3 

Lack of 

Standardization 

Absence of unified framework across institutions 

and universities 

3, 9, 13 3 

Interoperability 

Issues 

Difficulty integrating systems across institutions 

or platforms 

2, 14, 17 3 

Privacy Concerns Exposure of personal or academic data during 

verification 

5, 11, 15 3 

Scalability and 

Deployment 

Constraints 

Limited discussion of large-scale implementation 

feasibility 

1, 4, 7, 10, 16 5 

 

 

 

29%

23%18%

18%

12%

Verification Mechanism

Hash-Based Credential Encoding Encrypted URL Verification Digital Signature Authentication

Blockchain Ledger Reference Unique ID / Token-Based
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Figure 5: Challenge and Limitation 

 

 

FINDINGS AND DISCUSSION 

 

RQ1: How are QR code technologies utilized in systems designed for academic credential 

verification? 

The reviewed studies demonstrate that QR code technology is predominantly employed as an enabling 

interface that links academic credentials to digitally stored verification records. Rather than functioning 

as a standalone security mechanism, QR codes serve as access points that facilitate real-time 

authentication by connecting physical or digital documents to institutional databases or verification 

platforms (Abdullahi, 2022; Ahmed & Jang, 2018; Essien & Tumenayu, 2022; Gangwar, 2024; Naser 

et al., 2020; Shaik, 2021). This approach reduces reliance on manual validation processes and enhances 

the efficiency of credential verification workflows. 

 

In several implementations, QR codes are also integrated into digital credential issuance systems to 

support automated validation procedures, allowing academic documents to be authenticated against 

stored institutional records (Cardenas-Quispe & Pacheco, 2025; Farabi et al., 2025; Kumar, 2024; 

Ranjith & Davuluri, 2025; Yahya et al., 2017). Additionally, the utilization of QR codes in fraud 

detection mechanisms has been reported, whereby discrepancies between the scanned code and the 

stored credential data can be used to identify tampered or falsified academic documents (Aini et al., 

2020; Magar et al., 2024; Noorhizama et al., 2023; Saleh et al., 2023). These findings suggest that QR 

codes are primarily applied as verification facilitators that bridge credential documents with backend 

authentication systems. 

 

 

RQ2: What types of system architectures are used in QR code–based academic credential 

verification systems? 

The findings indicate a growing trend toward the integration of decentralized technologies, particularly 

blockchain-based architectures, to enhance the integrity and transparency of academic credential 

verification systems (Abdullahi, 2022; Cardenas-Quispe & Pacheco, 2025; Chennur et al., 2021; Farabi 

et al., 2025; Gangwar, 2024; Kumar, 2024; Magar et al., 2024; Noorhizama et al., 2023). In such 

implementations, QR codes are commonly used to reference immutable credential records stored within 

distributed ledger environments, thereby minimizing the risk of unauthorized data manipulation. 

17%

18%

18%
18%

29%

Challenge and Limitation

Data Tampering Risk Lack of Standardization

Interoperability Issues Privacy Concerns

Scalability and Deployment Constraints
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Despite this trend, centralized web-based systems remain widely implemented due to their relative 

simplicity and ease of deployment within institutional infrastructures (Ahmed & Jang, 2018; Essien & 

Tumenayu, 2022; Naser et al., 2020; Saleh et al., 2023; Shaik, 2021; Yahya et al., 2017). These systems 

typically rely on institutional databases to store credential information, with QR codes serving as 

identifiers for accessing verification portals. Furthermore, cloud-integrated architectures have been 

explored to support remote credential storage and facilitate scalable access during the verification 

process (Aini et al., 2020; Inyangetoh & Johnson, 2025; Ranjith & Davuluri, 2025). In general, these 

architectural variations and differences reflect and show      different priorities in balancing security, 

accessibility, and implementation feasibility. 

 

RQ3: What security and privacy challenges are associated with these systems? 

Several studies highlight security vulnerabilities associated with the use of QR codes, particularly in 

systems that employ static or unencrypted code structures (Ahmed & Jang, 2018; Essien & Tumenayu, 

2022; Shaik, 2021). In such cases, QR codes may be susceptible to unauthorized duplication or 

modification, thereby compromising the authenticity of the associated academic credentials. This 

limitation underscores the importance of integrating additional cryptographic mechanisms to strengthen 

verification reliability. 

 

Privacy-related concerns have also been reported, particularly in relation to the exposure of sensitive 

academic or personal information during the credential verification process (Chennur et al., 2021; 

Kumar, 2024; Noorhizama et al., 2023). The accessibility of credential data through publicly scannable 

QR codes may introduce risks if adequate access control or encryption measures are not implemented. 

Moreover, interoperability challenges were identified in systems attempting to integrate credential 

verification platforms across institutional or technological boundaries (Abdullahi, 2022; Inyangetoh & 

Johnson, 2025; Naser et al., 2020). These challenges may impede the development of universally 

accepted verification frameworks in academic environments. 

 

 

RQ4: What are the limitations and research gaps that exist in current implementations and usage 

of QR code? 

The reviewed studies reveal several limitations in the current implementation of QR code–based 

credential verification systems. A recurring issue is the absence of standardized implementation 

frameworks, which may lead to inconsistencies in system design and limit the interoperability of 

verification platforms across institutions (Ranjith & Davuluri, 2025; Saleh et al., 2023; Yahya et al., 

2017). The lack of standardization creates challenges for the widespread adoption of QR-enabled 

credential verification systems in multi-institutional settings. 

 

Additionally, scalability and deployment constraints have been identified as potential barriers to large-

scale implementation, particularly in systems that remain at the prototype or conceptual stage (Aini et 

al., 2020; Cardenas-Quispe & Pacheco, 2025; Farabi et al., 2025; Gangwar, 2024; Magar et al., 2024). 

These findings suggest that while QR code–based verification systems demonstrate considerable 

potential for improving credential authentication processes, further research is required to address 

practical implementation challenges and support the development of robust, scalable solutions for 

academic environments. 

 

 

 

CONCLUSION 

In conclusion, the systematic literature review (SLR) on QR code-based systems for academic credential 

verification underscores and verifies that the transformative potential of this technology in enhancing 

the efficiency, security, and user experience of verification processes is increasing day by day By serving 

as an essential medium that interlinks both physical and digital records with institutional databases, QR 

codes assume a pivotal function in streamlining and improving the mechanisms of real-time 

authentication, thereby substantially diminishing and mitigating various challenges typically associated 

with forgery and misrepresentation of academic credentials. The review highlights the different types of 

architectural approaches employed in these systems, ranging from centralized databases to decentralized 
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blockchain technologies, each with its own set of advantages and challenges. Furthermore, the research 

identifies critical security and privacy concerns that must be addressed to ensure the integrity and 

confidentiality of academic credentials. Despite the highly promising capabilities and functionalities 

offered by QR code systems, there exist notable limitations that include, but are not limited to, the 

absence of standardized frameworks and significant scalability issues, which continue to pose 

substantial obstacles to the widespread adoption and implementation of these systems across various 

educational institutions. As the landscape of higher education and universities continue to evolve, it 

becomes increasingly imperative that further research is conducted with the aim of refining these 

systems, addressing the existing gaps in their implementation, and ultimately developing robust and 

scalable solutions that steadfastly uphold the principles of academic integrity and foster trust in the 

verification of academic credentials. 
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